
 
The Department for Education has been asking centres to review National Cyber 
Security Centre advice following increasing number of cyber-attacks involving 
ransomware infections. The NCSC information supports centres in cyber security 
preparedness and mitigation work. 
 
Ransomware attacks continue and the Department is reminding centres to review the 
NCSC advice and to take precautions. This includes ensuring that you have backups 
in place for your key services and data, including data for this year’s Teacher 
Assessed Grades.  

 
For ease of reference, the Department has highlighted key links relating to the NCSC 
cyber security guidance below: 

1. More ransomware attacks on UK education - NCSC.GOV.UK 

2. Ransomware advice and guidance for your IT teams to implement 

3. Offline backups in an online world 

4. Backing up your data 

5. Practical resources to help improve your cyber security 

6. Building Resilience: Ransomware and the risks to schools and ways to 

prevent it 

7. School staff offered training to help shore up cyber defences - 

NCSC.GOV.UK 

 

https://www.ncsc.gov.uk/files/NCSC-Alert-Further-targeted-ransomware-attacks-education-sector-March-2021.pdf
https://www.ncsc.gov.uk/files/NCSC-Alert-Further-targeted-ransomware-attacks-education-sector-March-2021.pdf
https://www.ncsc.gov.uk/news/alert-targeted-ransomware-attacks-on-uk-education-sector
https://www.ncsc.gov.uk/guidance/mitigating-malware-and-ransomware-attacks
https://www.ncsc.gov.uk/blog-post/offline-backups-in-an-online-world
https://www.ncsc.gov.uk/collection/small-business-guide/backing-your-data
https://www.ncsc.gov.uk/section/education-skills/cyber-security-schools
https://www.youtube.com/watch?v=FppzWedY0ic&t=237s
https://www.youtube.com/watch?v=FppzWedY0ic&t=237s
https://www.ncsc.gov.uk/news/school-staff-offered-training-to-help-cyber-defences
https://www.ncsc.gov.uk/news/school-staff-offered-training-to-help-cyber-defences

